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of organizations say the cognitive
load for developersis too high

," Salesforce, Apr. 2022.


https://www.salesforce.com/news/stories/new-research-shows-how-to-keep-developers-happy-amid-the-great-resignation/
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Stable Diffusion is a latent text-to-image diffusion model capable of generating

photo-realistic images given any text input. For more information about how Stable + Inference API
Diffusion functions, please have a look at &'s Stable Diffusion blog. 7 Text-to-Image

The Stable-Diffusion-v1-5 checkpoint was initialized with the weights of the Stable- photo of snow capped mountains Solpe

Diffusion-v1-2 checkpoint and subsequently fine-tuned on 595k steps at resolution

512x512 on "laion-aesthetics v2 5+" and 10% dropping of the text-conditioning to

improve classifier-free guidance sampling.
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Mitigate risk







“8th Annual State of the Software Supply Chain.” Sonatype, Oct. 2022.



Big challenge

e Complying with standards
e [Xisting toolchain not designed to
provide provenance and attestation
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components are digitally signed

sigstore

@ Trace software back to the source
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. v POSTGRESQL-VULNERA... & pom.xml > & project > & dependencies > & dependency
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Trusted Application Pipeline Testing apps against Enterprise Contract

Enterprise Contract is a set of tools for verifying the provenance of application snapshots and validating them against a clearly defined policy.
Overview The Enterprise Contract policy is defined using the rego policy language and is described here in Enterprise Contract Policies.

Applications Results Results summary
ERreRrants Component Statig v Q © Failed O A Warning O & Success 12
Rules Status 1 Message Component

> Attestation signature check passed @ Success - partner-catalog-ec-Oimh
> Attestation syntax check passed @ Success - partner-catalog-ec-Olmh
> Image signature check passed @ Success - partner-catalog-ec-Olmh
> SLSA Builder ID is known and accepted @ Success - partner-catalog-ec-Olmh
> SLSA Builder ID found & Success - partner-catalog-ec-Olmh
> Build task contains steps @ Success - partner-catalog-ec-Oimh
> Build task set image digest and url task results @ Success - partner-catalog-ec-Olmh
> Provenance subject matches build task image result @ Success - partner-catalog-ec-Olmh
> Expected attestation predicate type found @ Success - partner-catalog-ec-Olmh
> Materials have uri and digest @ Success - partner-catalog-ec-Olmh e

> Materials include git commit shas @ Success - partner-catalog-ec-Olmh
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